
What is Sextortion? 
 

Protecting Ourselves from  

Adult Online Predators 



Content Warning 
 

**SASH Club Power Topics may include 
sensitive content that may be difficult to 
present and may possibly be triggering to 
some participants.**   
 
You may want to seek the support of an 
ally during this presentation, especially if 
you’re a survivor of sexual violence. 



What’s Ahead 

• What is sextortion? 

• How does it start? 

• How do I know who can be trusted online? 

• What do I do if this is happening to me? 

• How can I help someone else who is in this situation? 

• How do I protect myself and my friends? 

• What can I do if I am sexually assaulted? 

• What can I do if I experience or witness sexual harassment? 

 

 

 



What is Sextortion? 

• The FBI defines sextortion as a crime that happens online when an adult 
convinces a person who is younger than 18 to share sexual pictures or 
perform sexual acts on a webcam. 
• The FBI is seeing an alarming increase in cases. 

• These predators have developed tactics that allow them to exploit youths through a 
connected device, within their own homes. 

 

• The strategies presented here can help you defend against sextortion by a 
perpetrator of any age. 

 

 

 



How Does it Start? 

• Sextortion can start on any online platform where people meet and 
communicate.  Someone may contact you: 

 

• While you are playing a game online 

 

• Over a dating app 

 

• Through one of your social media accounts 

 



How Does it Start? 

• In some cases, the first contact from the criminal will be a threat.  The 
person may claim they already have a picture or video of you that 
they will share unless you send more pictures. 

 

• More often, however, this crime starts when you believe you are 
communicating with someone your own age who is interested in a 
relationship or with someone who is offering something of value. 



How Does it Start? 

• To get you to share these images, the adult may use: 
• Threats 
• Gifts 
• Money 
• Flattery 

 

• After the criminal has one or more videos or pictures, they use the threat of 
sharing or publishing them to get more from you. 

 

• The adult has committed a crime as soon as they ask a young person for a 
single graphic image. 



How Do Perpetrators Do This? 

• The people who commit this crime have studied how to reach and 
target children and teens. 

 

• In some specific cases, perpetrators: 
• Created social media profiles pretending to be a teenager, then talked to 

teens online and encouraged them to make videos 

• Offered money and new smartphones 

• Threatened a girl—saying he would hurt her and bomb her school—if she 
didn’t send pictures 

• Offered currency or credits in a video game in exchange for a quick picture 

 



5-Minute FBI Video:  
“Victim of Sextortion Speaks Out” 

Here is a short video of a sextortion victim 
speaking of her experience when she was 14. 
  
Download from: 

www.sashclub.org/sash-club-power-topics 

 

Or stream at the SASH Club YouTube channel: 

https://youtu.be/VucMlALlKVo 
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Talk About It 

• Has anyone you don’t know ever tried to contact or talk to you while 
you were online? 

 

• Did you ever suspect it was an adult pretending to be a teen? 

 

• What did you do or what would you do if that happened? 

 

• Why do you think an adult would want to engage with a youth 
online? 



Who Can Be Trusted Online? 

• It’s not easy to know who you can trust online.  The FBI has found that those 
who commit this crime may have dozens of different online accounts and 
profiles and are communicating with many young people at the same time—
trying to find victims. 

 

• Be extremely cautious about sharing personal information when you are 
speaking with someone online who you have not met in real life 
• It’s easy to think: “I’m on my phone, in my own house, what could possibly happen?” 
• But you can very quickly give a criminal the information and material they need to do 

you harm. 
• Avoid sharing any personal information: Your full name, location/address, school, 

age/grade, friends’ names, etc. 



But How Can This Harm Me? 

• Even if these criminals don’t meet up with youth in real life, the 
victims of this crime still experience serious negative effects. 

• The criminals can become vicious and non-stop with their demands, 
harassment, and threats. 

• Victims report feeling scared, alone, embarrassed, anxious, and 
desperate. 

• Many feel like there’s no way out of the situation. 



What Do I Do if This is Happening to Me? 

• Go to a trusted adult for help and advice. Tell them you are being 
victimized online and need their help to make it stop. 
• It may seem like an impossible situation and talking about this can be 

frightening, but there are people who can help. 
• You are not the one in trouble. 

• Another option is to contact the National Center for Missing & 
Exploited Children at 1-800-THE-LOST (843-5678) or online at 
www.missingkids.org   

• When you are ready, reach out to the FBI at 1-800-CALL-FBI (225-5324) 
or report the crime online at www.tips.fbi.gov 
• FBI agents see these cases a lot and have helped thousands of young people. 
• Their goals are to stop the harassment and help you get the support you need. 
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Will I Be in Trouble? 

• No.  You are not the one who is breaking the law. 

 

• This situation can feel confusing. Criminals count on you feeling too 
unsure, scared, or embarrassed to tell someone about the situation. 

 

• You are not the one who is in trouble, even if: 
• You were on an app or site that you’re too young to be on 
• You felt okay about making some of the content 
• You accepted money or a game credit or something else of value 

 

Sextortion is a crime because it is illegal and wrong for an adult to ask 

for, pay for, or demand graphic images from a minor 



How Can I Help Someone Else Who is in 
This Situation? 

• Here are things you can do if you learn a friend, classmate, or family 
member is being victimized: 
• Listen to them with kindness and understanding. 

• Tell them you are sorry that this is happening to them and ask them if you can 
offer to help. 

• Let them know that they are the victim of a crime and have not done anything 
wrong. 

• Encourage them to ask for help and offer to help them identify a trusted adult 
who can provide assistance. 



How Do I Protect Myself and My Friends? 
Protect yourself and friends through awareness and 

sensible safety practices online – and be willing to ask for help 

 

1. Be selective about what you share online. If your social media accounts are 
open to everyone, a predator may be able to figure out a lot about you. 

 

2. Be wary of anyone you encounter for the first time online.  If it feels wrong, 
trust your gut and don’t feel obliged to be polite.  Block or ignore messages 
from strangers. 

 

3. Be aware that people can pretend to be anything or anyone online. Videos and 
photos are not proof that a person is who they claim to be. Images can be 
altered or stolen. 



How Do I Protect Myself and My Friends? 

 

4. Be suspicious if you meet someone on one platform and they ask you to 
start talking to them privately on a different platform. 

 

5. Be mindful that any content you create online—whether it is a text 
message, photo, or video—can be made public. Once you send something, 
you have lost control over where it goes next. 

 

6. Be willing to ask for help. If you are getting messages or requests online 
that don’t seem right, block the sender, report the behavior to the site 
administrator and/or go to a trusted adult for guidance. If you think you 
have been victimized online, tell someone immediately. 



Talk About It 

• Have you or your friends taken steps to protect yourselves and if so, 
what were they? 

 

• What would you do if you learned a friend were being victimized in 
this way? 

 

• Does your school have resources or staff for students to get help if 
they are experiencing sextortion? 

 

 



Do More 

• What can you suggest to help educate others in your school or 
community about sextortion? 
• Who at your school is the contact for this issue? 

• Who in the community would you contact? 

 

• Can everyone here share one thing they learned today and one thing 
they will commit to doing to move forward? 

 

 



Learn More/Sources 

• The FBI has a full set of resources available online: 
• www.fbi.gov/StopSextortion  

• #StopSextortion 

 

• “FBI Launches Sextortion Awareness Campaign in Schools: Youth 
Should Be On Guard Online” 
• https://www.fbi.gov/news/stories/stop-sextortion-youth-face-risk-online-

090319 
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To Do Immediately if Sexually Assaulted 

• Get away from the attacker to a safe place as fast as you can. 

• Then call 911 or the police. 

• Call a friend or family member you trust. 

• You can call a crisis center or hotline to talk with a counselor. 

• One 24/7 option, for all genders, is the Rape, Abuse & Incest National 
Network (RAINN) National Sexual Assault Hotline at 800-656-HOPE 
(4673). 

• RAINN will connect you with a rape crisis center in your area. 

• Visit the Survivor Support page at www.sashclub.org/survivor-
support/ for more helpline options and details. 
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To Do Immediately if Sexually Assaulted 
• Preserve the evidence, even if you are unsure you will report. 

• Do not: 
• Wash, comb your hair, or clean any part of your body 

• Brush your teeth 

• Change clothes, if possible, so the hospital nurse can collect evidence 

• Touch or change anything at the scene of the assault 

• Seek medical attention ASAP at your nearest hospital ER: 
• You need to be examined, treated for any injuries, checked for possible 

sexually transmitted infections (STIs) or pregnancy, and can receive 
preventative medicine. 

• The nurse or doctor will collect evidence the attacker may have left behind. 

• Ask hospital staff to connect you with a local rape crisis center. 



If You are Sexually Harassed 

• It isn’t your fault...and you can get help to make it stop. 

 

• Reach out ASAP to a friend, school counselor or trusted adult for 
immediate safety & support to bring the issue to your Dean of 
Students, Principal, or Title IX Coordinator. 

 

• Confidential National Sexual Assault Hotline: 1-800-656-4673  
www.rainn.org 

http://www.rainn.org/


Feedback & Suggestions 

• SASH Club welcomes your feedback and suggestions on the content 
of this presentation. Contact us via: 
• www.sashclub.org 

• Email: info@sashclub.org 

• Instagram: @sashclubs 

• Facebook: sashclubs 

• Twitter: @sashclubs 

 

• Contact an adult advisor with your questions or concerns about local 
issues. 
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